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APPENDIX

Risks of using electronic communication

The Physician will use reasonable means to protectthe security
and confidentiality of information sentand received using the
Services (fiServicesi is defined in the attached Consentto use
electronic communications). However, because ofthe risks
outlined below, the Physician cannot guarantee the security and
confidentiality of electronic communications:

A Use of electronic communications to discuss sensitive
information can increase the risk of such information being
disclosed to third parties.

A Despite reasonable efforts to protect the privacy and securityof
electronic communication, itis not possible to completely
secure the information.

A Employers and online services mayhave a legal rightto
inspectand keep electroniccommunications thatpass through
their system.

A Electronic communications can introduce malware into a
computer system, and potentiallydamage or disruptthe
computer, networks, and securitysettings.

A Electroniccommunications can be forwarded, intercepted,
circulated, stored, or even changed withoutthe knowledge or
permission ofthe Physician orthe patient.

A Even after the senderand recipienthave deleted copies of
electronic communications, back-up copies mayexiston a
computersystem.

A Electronic communications maybe disclosed in accordance
with a duty to report or a court order.

A Videoconferencing using services such as Skype or FaceTime
may be more opento interception than other forms of
videoconferencing.

If the email ortextis used as an

e-communication tool, the following

are additional risks:

A Email, text messages, and instantmessages can more easily
be misdirected, resultinginincreased risk ofbeing received by
unintended and unknown recipients.

A Email, text messages, and instantmessages can be easierto
falsify than handwritten or signed hard copies. It is not feasible
to verify the true identity of the sender, or to ensure thatonly
the recipientcan read the message once ithas been sent.

Conditions of using the Services

A While the Physician will attemptto review and respondin a
timely fashion to your electronic communication, the Physician
cannot guaranteethat all electronic communications will
be reviewed and responded to within any specific period of
time. The Services will not be used for medical
emergencies or other time-sensitive matters.

If your electronic communication requires or invites a response
from the Physician and you have notreceived a response
within a reasonable time period, itis your responsibilityto follow
up to determine whetherthe intended recipientreceived the
electronic communication and when the recipientwill respond.

Electroniccommunication is notan appropriate substitute for
in-person or over-the-telephone communication or clinical
examinations, where appropriate, or for attending the
EmergencyDepartmentwhen needed. You are responsible for
following up on the Physicianis electronic communication and
for scheduling appointments where warranted.

Electronic communications concerning diagnosis or treatment
may be printed or transcribed in full and made part of your
medical record. Other individuals authorized to access the
medical record, such as staffand billing personnel, mayhave
access to those communications.

The Physician may forward electronic communications to staff
andthoseinvolved in the delivery and administration of your
care. The Physician mightuse one or more of the Services to
communicate with those involved in your care. The Physician
will not forward electronic communications to third parties,
including familymembers, withoutyour prior written consent,
except as authorized or required by law.

You and the Physician will not use the Services to
communicate sensitive medical information about matters
specified below [check all that apply]:

[ sexually transmitted disease
] AIDS/HIV

[ Mental health

] Developmental disability

O Substance abuse

[ Other (specify):

You agree to inform the Physician of any types of information
you do not want sentvia the Services, in addition to those set
outabove. You can add to or modify the above listatany time
by notifying the Physician in writing.

Some Services mightnot be used for therapeutic purposes or
to communicate clinical information. Where applicable, the use
of these Services will be limited to education, information, and
administrative purposes.

The Physicianis not responsible forinformation loss due to
technical failures associated with your software or internet
service provider.
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